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ABSTRACT 


The objective of the Department of Defense Physical Security Equipment (DoD PSE) RDT&E program is to provide end 
users within the four Services with the most efficient and productive physical security (PS) at the most reasonable cost to 
ensure the effective protection of DoD resources. These resources include personnel, nuclear weapons, classified 
information, materiel, and readiness assets. As a result of the1996 Khobar Towers terrorist bombing incident, the DoD 
PSE program began to receive additional funding in 1997 for Force Protection Commercial-Off-The-Shelf (FP COTS) 
equipment evaluation and testing. The FP COTS testing applies to all available technologies, which are considered 
effective for DoD use. Successive terrorist incidents occurring since Khobar Towers have resulted in increasing focus 
on the demonstration and validation of equipment necessary to combat the ubiquitously asymmetric terrorist threat. 
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1. INTRODUCTION 


Prior to Fiscal Year 1989, funding for critical 
RDT&E security improvements within Service 
channels fluctuated widely over the years. In 
PSEAG Evolution order to reduce duplication, insure interoperability 
Navy USAF between Services, and insure compliance with 


acquisition directives, Congress directed the 
PROC/| R&D PROC! |rgp Rap) PROC/ R&D pictioa i‘. 
ILS ILS ILS consolidation of the Service and the Defense 
¥ he Threat Reduction Agency (DTRA) PSE RDT&E 
programs into a single OSD controlled program 
RDT&E Responsibilities + Minimize RDT&E Duplication that would meet individual Service and Joint PSE 
MoD D 3224.3) 5 Gn ae requirements. The DoD program is organized so 


that an ongoing DoD-coordinated Joint Action 
Group or Physical Security Equipment Action 
Group (PSEAG), consisting of Army, Navy, 
Marine Corps, Air Force, and DTRA 
representatives monitors, directs and prioritizes 
oe potential and existing PSE programs. This 
DTRA - Applied Research relationship is illustrated in Figure 1. 


Figure 1. PSEAG Organization 


With few exceptions, each Service sponsors RDT&E efforts for technologies and programs, which have multi-Service 
application. Under the program, each Service supports the applied research and advanced engineering development of 
security equipment as follows: (1) The US Army: Interior PSE, Command and Control Systems, Security Lighting, 
Force Protection Equipment, Barrier Systems, Interior Robotics, and Exterior Robotics (2) The US Navy: Emergency 
Destruction Systems, Waterside Systems, Locks/Safes/Vaults, Underwater Robotics, and Explosive Detection (3) The 
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US Air Force: Exterior PSE, Entry Control Systems, and Dispersed Sensors (4) the US Marine Corps has no RDT&E 
program (5) DTRA provides Applied Research support to all of the Services. 


2. RESEARCH AND DEVELOPMENT 


Each project undertaken by the PSEAG is the result of a requirement established by a Service need. These needs are 
generated either by specific Service mission requirements or by Service sponsorship of a capability identified by 
technology evolution. Once these requirements are validated and prioritized by the PSEAG, the development of physical 
security equipment is facilitated through individual Service representatives. For the purpose of efficiency, the validation 
process emphasizes the elimination of duplicative developmental efforts among the Services and other governmental 
agencies; it also stresses COTS and NDI solutions. 


Changing operational missions and evolving threats to warfighting assets and personnel dictate that the advanced 
development of physical security equipment remains a continuing process. As the political, social and economic 
landscape of the world undergoes change, so do operational security requirements pursuant to the protection of the 
forces and assets deployed around the world to meet emergent DoD challenges. To support these security requirements, 
PSEAG dollars are largely spent to adapt, evaluate and test equipment to meet the needs of the security force. In 
addition to the cost/benefit analysis that each R&D effort undergoes, each project is further evaluated relative to size, 
weight, deployability, operational environment, and logistical life cycle. 


PSEAG customers are largely 
second tier users of technology 
conceived and developed for other 
purposes. Therefore, PSEAG 
R&D efforts capitalize on mature 
technological concepts by 
adapting the technology for 
security uses. Not only does this 
save scarce R&D resources, but it 
also shortens the acquisition cycle 
so that equipment reaches the end 
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Aut om otive Accessories a depicted in Figure 2. largely 
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infrared (FLIR) technology that 
was originally developed for 
aircraft, tanks, or other combat 
weapon systems. The mature 
technology was then reengineered 
to meet security requirements. 


i. 
Figure 2. Adapting Technology for the Security Mission 


In order to meet the challenges presented by combat operations and terrorist incidents occurring around the world and 
within US shores, DoD presently has developmental efforts underway that are designed to improve security force 
capability in the areas of non-lethal intervention during civil disturbances and peacekeeping actions; detection, 
surveillance, and response to threats via a robotic system; the detection of waterborne threats and swimmers; advanced 
sensors; access control; and other related areas. Continuously leaning forward to meet the requirements of the soldiers, 
airmen and sailors in the field, there were also projects initiated as a result of the tragic terrorist attacks that were 
perpetrated against the Pentagon and the World Trade Center on September 11, 2001 and the USS Cole on October 12, 
2000. The need to positively identify personnel entering facilities and installations has prompted research that will 
eventually lead to technology that will identify an individual by means of their biometric signature and automatically 
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(minimal human intervention) grant access to installations. The PSEAG is also exploring a means to create force 
multipliers by remotely operating multiple weapons using a single individual, enhancing throughput at installation gates 
during increased Force Protection Conditions (Figure 3), and identifying threats to waterborne assets that may be 
perpetrated by swimmers or other waterborne threats. The PS EAG challenge is to continue to exploit mature technology 
in order to develop more advanced security systems that will harden its facilities and personnel against attack and render 
the terrorists impotent relative to a means to perpetrate acts of barbarism and terror. 


“ 


Personal Identification Credential System (PICS) Smart Gate 
Figure 3. Hardening Installations 


3. TEST AND EVALUATION 


The evaluation and testing of commercial security equipment for DoD use has been an objective of the PSE program 
since Congress mandated in 1989 that the OSD managed program stress the use of commercial products as a solution to 
security requirements. However, The Downing Commission, which was tasked to review the 1996 Khobar Towers 
terrorist incident, gave this concept new meaning. It decreed that DoD establish an element, which can rapidly acquire 
and quickly field integrated technologies to deployed forces. As a result, a technology review process was developed to 
respond more rapidly to the immediate security or force protection equipment needs of field units, as articulated through 
their responsible Commanders-In-Chief (CINCs) and Service departments. In order to execute this process, DoD has 
pooled the resources of its OSD, SO/LIC, and Joint staffs in the form of the Force Protection Executive Action Group 
(FPEAG). Given an end user requirement for a technological remedy to an immediate force protection deficiency for 
which there is no indigenous solution, the FPEAG may choose to either attempt to rapidly develop a prototype solution 
or seek a 60-80% solution in the commercial market that will suffice until a 100% solution may be realized through the 
regular DoD acquisition process (R&D). Under the latter, the DoD PSE program is charged to select, evaluate, test and 
sometimes, integrate these partial solutions into the targeted force protection scheme. 


The Services have embraced their role in this process and, through the DoD PSE program, have successfully tested and 
deployed personnel alerting systems for early warning/evacuation of personnel in the event of a terrorist attack, 
automated tactical security systems, commercially procured gas masks, portable explosive detectors, barrier systems, and 
mobile vehicle inspection systems. We expect many more success stories to emerge as we continue to use this valuable 
equipment evaluation and testing process to meet DoD force protection requirements. 
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Another outgrowth of the Downing Commission and the Khobar Towers terrorist incident is the semiannual DoD Force 
Protection Equipment Demonstration (Figure 4), an OSD initiative which is meant to provide leaders and decision- 
makers from the Department of Defense, federal Departments and agencies, state and local law enforcement, other First 
Responders, and corrections agencies the opportunity to observe, and become familiar with, commercial -off-the-shelf 
force protection equipment. 


FPED I FPED II FFED III 
— 15-18 September 1997 — 3-6 May 1999 — 8-10 May 2001 
=p AGL Veieors — 366 Vendors — 450+ Vendors 
_ Fine = — 4000 Attendees — 7000+ Participants 
— 18 Equipment — 1000 Products — 1400+ Products 
Categories — 18 Equipment Categories — 19 Equipment Categories 
_ All Services — _ All Services — All Services 
— Federal — Federal — Federal 
Departments/Agencies Departments/Agencies Departments/Agencies 
— State and Local Law — State and Local Law — State and Local Law 
Enforcement Enforcement Enforcement, Other First 
_ Foreign Attendees and Correction Agencies Responders, 
— Foreign Attendees and Correction Agencies 
— Foreign Attendees 


Figure 4. FRED Comparison 


As is the case with the R&D effort, the terrorist events of September 11, 2001 have increased the level of interest in 
immediately evaluating, testing, integrating, and fielding commercial products for the protection of DoD personnel against 
terrorist attack. As a result, not only was the DoD PSE budget funded at the President’s requested level, but Congress also 
added funds to combat terrorism. Most notable is the additional funding appropriated by Congress to evaluate and test 
mobile vehicle inspection systems and to develop an automated risk assessment and decision tool for the protection of 
waterside and landside forces. These projects complement a structured, Service-led effort to identify commercial 
equipment that meets Force Protection requirements. 


4 CONCLUSION 


To re-emphasize the primary focus of our force protection and physical security efforts: The DoD PSEAG ensures that it 
efficiently establishes requirements for all four of the Services without duplicating developmental efforts. It also programs 
and funds the integration of this equipment into the inventories of security end users. This is all done with the COTS 
solution as a priority. 
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